
 
 
 
 
 
 
 
 
 

Bulletin # 14161 
Date: 6/25/2025 
Subject: bizhub 7, 8, & 9 Series Firmware G00-Y8 Maintenance Firmware Release 

 

 
Overview 
G00-Y8 is a Maintenance Firmware Release that includes eleven (11) fixes related to machine stability and security. 
 
Action 
This firmware can be downloaded from the One-Stop Product Support Site. 
 
Important Note 

• When installing G00-Y8 or later using the following methods, you MUST first install the GXX-A2 Jig 
Firmware. 

- WWRSPF 
- FleetRMM 
- Internet ISW 
- Automatic update of the main unit 

• It is recommended to leave at least one hour between the start times of the GXX-A2 Jig and G00-Y8 or later. 
• The machine can be used with the JIG FW, but it is not recommended for long-term use. 
• You DO NOT need to use the GXX-A2 Jig Firmware for USB Installation of G00-Y8 or later. 
• If you need to downgrade a machine from firmware version G00-Y8 or later to an earlier version, the firmware must 

be applied using a USB memory device ONLY. 
• Ensure you review KB0032702 prior to installing the G00-Y8 or later for additional details. 

 
Addition of function 

• TLS 1.3 Support 
 
Highlights 

• Countermeasure for OpenSSL vulnerability (CVE-2022-4304) (CVE-2023-3446/CVE-2023-3817). 
• LAN connection prevents screen change and causes rebooting of the device. 
• When the network is disconnected during operation of the remote WWRSPF panel, the user can browse the service 

mode screen on the panel. 
• The countermeasure of all the problems solved on GCP-XX or earlier versions are included in this firmware. 

     

bizhub 227: 0088 bizhub 558e: 0050 bizhub C3351: 0021 
bizhub 287: 0089 bizhub 658e: 0050 bizhub C368: 0076 
bizhub 308e: 0033 bizhub 808: 0097 bizhub C3851FS: 0025 
bizhub 368: 0039 bizhub 958: 0097 bizhub C458: 0099 
bizhub 368e: 0033 bizhub C227: 0067 bizhub C558: 0108 
bizhub 458: 0051 bizhub C258: 0069 bizhub C658: 0109 
bizhub 458e: 0046 bizhub C287: 0066 bizhub C659: 0046 
bizhub 558: 0057 bizhub C308: 0075 bizhub C759: 0046 
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Please reference the firmware’s associated DLKM for complete details on fixes and enhancements. 
 
 

For any questions, please contact the Contact Support Center at 1-800-825-5664. 
 


